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Data Protection has been designed against simple risks and concepts. Ideas to suitably update its architec-
ture.

O TL:DR/ Summary

GDPR is subject to reforms recently; including its definition of “personal data”
Suggested updates continue “patchworking”, i.e. adapting by minimal textual impact

Subject to further exploration and elaboration, this article provides first illustrations on how to re-
think GDPR's architecture conceptually

Instead of extending the primary anchor “personal data” it is suggested to separate its different
elements

Instead of manipulating the static anchor to reflect dynamic technical and societal evolutions, iden-
tification will be considered a process with different levels of identification

Each level of identification subsequently can be addressed with appropriate regulatory actions.

1 Background

Originally, data protection was designed to prevent undue processing about distinct individuals. Technically,
it was referring to - analogue - registers, such as citizens' registers, surveillance registers and alike. In Ger-
many, the lighthouse judgement is the Volkszahlungsurteil®.

Individuals should be aware of whether information about them will be processed, by whom and for which
purposes. First designed as a fundamental right against abusive processing by public authorities, data pro-
tection became an overarching concept applicable to private bodies alike.

Where first, personal data referred to “identified” individuals, risks regarding identifiability were recognized.
Concepts and thresholds were designed, with “paper work” and “manually maintained pseudonymisation
tables” in mind. Technology evolved, and paper work became bits and bytes, but still with limited pro-
cessing powers. Consequently, focus remained on data that was processed by the respective processing
entity. Technology and society evolved again, making huge amounts of data publicly available, setting pro-
cessing limits almost to zero, creating the theoretical possibility to interlink almost any data available.
Against this background, from an absolute perspective, any data can be referred to an individual becoming
personal data. Those concepts were deemed too broad, resulting into the “relative theory of personal data”,
where information shall only be deemed personal, if “identification” is possible with reasonable efforts. For
more details about the concept of personal data across ECJ judgements, please read the Article “Opportun-
ities to reduce bureaucracy under GDPR after CJEU in EDPS v. SRB (C-413/23 P)".2

In other words: sometimes things grow out their clothing, or situations outgrow their expected requirement
and associated design. It it not to be worried about. One might rather claim the opposite: it is a huge win for
data protection that it its concepts and fundamentals have grown and developed constantly over the last
decades. Maybe this is the moment where a caterpillar transform into its destined butterfly.

1 German Federal Constitutional Court (BVerfG), Judgement D15. December 1983, 1 BvR 209/83.

2 Ingenrieth, Frank. “Opportunities to Reduce Bureaucracy under GDPR after CJEU in EDPS v. SRB
(C-413/23 P).” Computer Law Review International (2026): pp. 6 et seq; https://doi.org/10.9785/
cri-2026-270103.
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Any fundamental shifts as suggested here and in any future publications, will require thorough analysis.
This article and included illustrations shall act as a first point of discussion, to test the architectural
design and probably further adapt and optimize the concept to make it ready for production.

2 Status quo

Currently, there is a conceptual pyramid with Personal Data at its top. Any other elements, such as iden-
tifiability, identifiers, etc. were designed in adapting and / or extending the the key term “personal data”.

If any of such relevant aspects are incorporated into the main referential term of the law, it becomes
complex to refer to nuances of such term within the regulatory framework.

The “green” pattern reflects the original idea of personal data, when data protection was established.
Any additional boxes were patched upon this concept, to address evolving risks due to technical or soci-
etal evolutions.
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3  Suggested Approach

It is suggested to flip the pyramid. Instead of patching only one term - personal data - data protection be-
comes a gradient profile, along the risks and concepts developed in the past. As elements become more
diverse they can be addressed more specifically in the regulatory framework.

At best, the level of data protection will remain high in those cases, where it was intended and where it is
necessary. Likewise, those cases where “data protection” became recognised a bureaucratic burden
without much added value, future regulatory frameworks may be designed more proportionate.

The “green” elements reflect the equivalent, of what has been addressed by data protection originally.

Flipped Pyramid of
'Personal (Individual) Data’

Unsorted Data

identifiers indirect dynamic
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4 Conceptual Elements

The logic behind the updated architecture is an abstract perspective of currently relevant elements in
determining personal data and associated risks. Those elements refer to

1. identifiers,
2. levels of identification, and

3. levels of individualisation.

5  Scenarios "individualisation of data"
In respect of individualisation, there appear three types. For details, please, also read the Article “Oppor-
tunities to reduce bureaucracy under GDPR after CJEU in EDPS v. SRB (C-413/23 P)".3

1. Individual Natural Person (genuine) - Fully (genuinely) identified, i.e., information related to one
individual is processed, which can also be addressed in real life, either by postal address, name,
ID- or Social Security-identifier, etc.

2. Individual Natural Person (simply individualised) - Non-identified but individualised, i.e., in-
formation related to one individual is processed, to which there is no other additional identifi-
able information available, e.g., by simple non-registered device IDs, browser-fingerprint, unique
UserlID, etc.

Note: this scenario requires that none of the attributed information allows for further genuine
identification; e.g., there must not be any (precise) location tracking, delivery address tracking,
phone-numbers, or IP addresses, etc.

3. Individual Natural Person (non-genuine) - Non-identified but individualised, i.e., information re-
lated to one individual is processed, to which there is other additional identifiable information
available, but not necessarily processed, e.g., by registered device IDs, IP-addresses, phone
numbers, pseudonyms, etc.

Note: this scenario requires that none of the attributed information already genuinely identifies
the individual but the already attributed information can be deducted or otherwise processed
resulting into a genuinely identified individual.
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‘individualisation of data’
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3 Ingenrieth, Frank. “Opportunities to Reduce Bureaucracy under GDPR after CJEU in EDPS v. SRB
(C-413/23 P).” Computer Law Review International (2026): pp. 6 et seq; https://doi.org/10.9785/

cri-2026-270103.
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6 Scenarios of "identification of individuals"

* 1a-identifiable (internally): Non-identified but identifiable with information readily available to
the processing entity, including public information.
The distinct data (set) may only include identifiers, such as pseudonyms, driver plates, advert-
ising IDs, registered device IDs, etc.
The processing entity has internal capabilities to transfer such pseudonymous data into fully
identified data.

* 1b - identifiable (externally): Non-identified but identifiable with information available to the
processing entity only with support of protected-external capabilities.
The distinct data (set) may only include identifiers, such as pseudonyms, driver plates, advert-
ising IDs, registered device IDs, etc.
The processing entity lacks internal capabilities to transfer such pseudonymous data into fully
identified data. But there are legal possibilities to enrich its capabilities with otherwise protected
external capabilities resulting in fully identified data.

* 2a - fully (genuinely) identifiable: The processed information directly and genuinely identifies a
distinct individual.
The information is sufficiently detailed to address the individual in real life.

* 2b - non-genuinely identifiable: The processed information can be referred to one individual
but the information does not suffice for a distinct identification, impossible to address in real
life.

* 3 - non-identifiable: The processed information does not allow the identification of a single nat-
ural person, neither genuine nor non-genuine.
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7  Scenarios "Types of ldentifiers"

1. static, naturally attached - Refers to any identifiers that static of its kind and life-long naturally
attached to the individual, e.g., biometric data.

2. static, externally assigned - Refers to any identifiers that are static of its kind externally as-
signed, and almost very long - probably life-long - lasting, e.g., Social Security Numbers, static
Device-IDs, tax IDs.

3. dynamic, self-assigned - |dentifiers that are chosen by the individual, and can be easily modi-
fied by the individual, e.g., user-names, email address, etc.

4. dynamic, externally assigned - Identifiers that are assigned by third parties to individuals and
individuals may trigger re-assignments, e,g dynamic IP-addresses or advertising IDs, phone
numbers, car plates.
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* A-direct / single: The identifier refers directly to the individual, without any additional informa-
tion required.

* B-indirect / cumulative: The identifier does not disclose the individual directly, additional in-
formation is required. The identifier may also be the combination of several data (e.g., device

fingerprinting)

Scenarios
‘types of identifiers’

/(% ((i’) w
user-name :

A

1
il

ll°

Refers to any identifiers that Refers to any identifiers that are Identifiers that are chosen by Identifiers that are assigned by
static of its kind and life-long static of its kind externally the individual, and can be third parties to individuals and
naturally attached to the assigned, and almost very long easily modified by the individuals may trigger re-
individual, €.g., biometric data. — probably life-long — lasting, individual, e.g., user-names, assignments, e,g dynamic IP-
e.g., Social Security Numbers, email address, etc. addresses or advertising IDs,

static Device-IDs, tax IDs. phone numbers, car plates.

The identifier does not disclose the
individual directly, additional information
is required. The identifier may also be
the combination of several data (e.g.,
device fingerprinting)

The identifier refers directly to the
individual, without any additional
information required.

8 Next steps

The suggested architecture will require further analysis and fine-tuning. Subsequently, it must be trans-
ferred into legal provisions in order to further evaluate its practicality and interrelation with other provi-
sions, such as Art. 6 GDPR or 9 GDPR.

X. Reference Guide

The suggested way to reference this article in any other (academic) publication is: Ingenrieth, Frank,
Stop patchworking, rethink conceptually - Does Data Protection need an updated architecture, Docu-
ment-ID: 2026-Q2-001, Permalink: https://ingenrieth-online.de/did-2026-q2-001
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